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[bookmark: _Toc209216479]Getting started
[bookmark: _Toc209216480]What is Name-Guard?
Name-Guard developed by Sapinex, is an AI-driven smart solution that combines rule-based logic with Machine Learning (ML) and Generative AI (Gen AI) features to intelligently verify and predict whether a passenger's name is valid or fake. By leveraging cutting-edge machine learning algorithms, Name-Guard ensures that identity data is authenticated in near real time, preventing fraudulent transactions and safeguarding personal information. Designed for global travel and various industry applications, it offers a seamless, secure experience by shielding passenger identities across platforms, from airlines to travel agencies.
Name-Guard offers a cloud-based Software-as-a-Service (SaaS) solution that is scalable, adaptable, and cost-effective for businesses of all sizes. The SaaS model offers several key advantages and features:
· Scalable
· Rel Time Data Processing
· Advanced Fraud alerts
· Data Security and Compliances
· AI Driven Prediction Capabilities
· Cost Efficiency and Subscription Based Pricing
· Industry Specific Adaptation

[bookmark: _Toc209216481]What is the Name-Guard API?
The Name-Guard API is a secure Web-based software interface which allows users to define their names for rule-based logic with Machine Learning (ML) and Generative AI (Gen AI) features to intelligently verify and predict whether a passenger's name is valid or fake while booking a flight reservation. The speed of the response for a single smart validation request is typically less than 200 ms i.e. near real-time. The API is primarily intended for clients who want to create their own bespoke Web-based or desktop applications and make use of rule and ML-based prediction of names as fake/junk with a confidence level.
Refer to the process flow diagram below.
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1. To query the Name-Guard API, you must first log in to authenticate the session and receive a token. The API sends an authenticated token with a lifetime of up to 1 day, after which a new login request must be sent.
2. For a successful log in, the API sends an authenticated token which you can then use for Rules Configurations/ Smart Name validation requests. Each token has a lifetime of up to 1 day, after which you must send a subsequent log in request.
3. Once logged in, you can query the API by supplying your TokenID; the name of a single consumer to validate the prediction of name.
4. The API returns the prediction of passed name as valid or fake with a confidence level in the smart validation. 
5.  The values of the validation response (valid or fake with confidence level) is extracted from the response and used within your bespoke application to alert the agent to take a decision to proceed or cancel the booking.

[bookmark: _Toc209216482]Purpose of this document
This document provides technical information about how to access and use the Name-Guard API, including:
· how to get an API account;
· the log in and reset password requests and responses;
· the rule-based name configuration (CRUD) requests and responses;
· the smart name validation requests and responses;
· the various HTTP responses that may be received from the API.



[bookmark: _Toc209216483]Document audience and pre-requisites
This guide is intended for developers integrating the Name-Guard API into their bespoke applications. Users should have an understanding of HTTP requests, JSON format, and RESTful APIs. Familiarity with tools such as cURL, Postman, or programming languages with HTTP client libraries is recommended.
[bookmark: _Toc209216484]Getting a Name-Guard API account
Clients who want to use the API must first apply to obtain a Name-Guard account. Clients need to choose which Name-Guard propensities they want to subscribe to and how they want to use the API. The selected propensities are bundled into one or more assets and assigned a unique assetID. 
You can ask to be registered to two Name-Guard Service domains: 
• stg.name-guard.sapinex.net  – this is the domain name for the Stage environment. You can use the Stage environment for testing purposes. This will be used for POC.
•name-guard.sapinex.net – this is domain name for the Live environment. When you have finished testing your application, you can switch to the URL for the Live environment. (Under construction)

The API endpoints are provided for staging as follows (for POC):
	Service 
	Purpose
	URLs

	Status 
	To check the service is operational
	https://stg.name-guard.sapinex.net/status 

	login
	Authentication + TokenID generation
	https://stg.name-guard.sapinex.net/auth/login  

	reset-password
	Reset the client login credentials (authenticated using TokenID)
	https://stg.name-guard.sapinex.net/auth/reset-password 

	rules
	Configure the Name Rules- Create, Modify , Delete
	https://stg.name-guard.sapinex.net/rules

	Rules/retrieve
	Retrieve existing Name Rules 
	https://stg.name-guard.sapinex.net/rules/retrieve 

	Smart-validation
	Predict the name using rule based algorithm and Machine learning algorithm. 
	https://stg.name-guard.sapinex.net/smart-validation



[bookmark: _Toc209216485]Talking with your Name-Guard Account Manager (Sapinex)
If you want to use the API you must first talk with your Sapinex Admin. The conversation will initially involve finding out: 
• which API variables and propensities you want to use; 
• the type of name validation request you want to use (rule service, basic smart validation or advanced smart validation). 

[bookmark: _Toc209216486]Setting up your account 
Registering the Name-Guard Service 
Your Sapinex Admin will set up your account as per client requirements initially and give you access to the login Service which facilitates the Name-Guard API.
· User name (client login user)
· Password
· Email ID
· Country
Any questions you have about your account should be sent to the Sapinex Helpdesk (helpdesk@sapinex.com).
Soon after the creation or update of your account you will receive an automated registration e-mail giving your username and password (if a new account has been created).
Client IDs are used by the Name-Guard Service to match your username to a list of authorized usernames associated with that ID. For instance, you may have different users within your company that can access the API. 





[bookmark: _Toc209216487]Logging in and changing the password
[bookmark: _Toc209216488]Logging in
To query the Name-Guard API, you must first log in to authenticate the session and receive a token. The API sends an authenticated token with a lifetime of up to 1 day, after which a new login request must be sent.

[image: ]
About the log in request 
Currently, you are only allowed one token at any one time which is valid for 360 minutes. If you make any subsequent log in attempts, this invalidates the token of any active session you may have started and causes a new token to be created.
Note: You are recommended to put the code for the log in request into its own thread. Failure to do so would mean that any subsequent log in request being sent before the 360-minute expiry of a token already in use, would cause any search request which uses that token to fail and return a "401 – Invalid token" response. 
HTTP summary details:
The table below summarizes the HTTP details of the log in request:
	HTTP Element 
	Value 

	Request method: 
	POST 

	Standard header: 
	Content-Type:application/json 

	URL or endpoint: 
	https://[domain_name]/auth/login

	Request body: 
	{ "username":"USERNAME_VALUE", "password":"PASSWORD_VALUE" } 



Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder. 
Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Request body key and value pairs 
The key and value pairs in the log in request body (in JSON format) given above are defined as follows: 
• "username":"USERNAME_VALUE" – set the value to be the same as the username given in the registration e-mail - by Sapinex Admin.
e.g. "username":"caxitauser" 
• "password":"PASSWORD_VALUE" – set the value to be the same as your password shared in the registration e-mail- by Sapinex Admin.
 e.g."password":"client_pAssw0rd". The password is case sensitive. 
Log in response 
Successful log in 
If log in request is successful, the API sends a 200 (OK) response. The body of the response is a single JSON key and string value pair. The value of the token key is a hexadecimal string. An example response is shown below: 
{"IdToken":"eyJraWQiOiJEN1duR3VtTU1ER0J0T1FKZmRJZ3pZNjQwYWI3dVhQWHA0bUZ2U25MZHJ3PSIsImFsZyI6IlJTMjU2In0..DpGThj_S9rLt_Z_kuF2DYP7kUEKh3K5RK_SYCWlo_YNSpXENQrJmHVrKqCnPLLFTiMQUNKyYF_hhnmQmRMYy6jz865AGsnj0e7V-3Qawwxjc0zkf_M"} 

Error response 
If the log in request is unsuccessful, the API sends a different response to a 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information about the other types of response which you may receive for a log in request, what they mean, and how to resolve the issue. 
Processing the log in response 
In a real-world Web-based or desktop application, if the log in request is successful, the token is likely to be programmatically extracted from the JSON response and then passed through, or made accessible, to a other request (see Section 3) or to a change password request (see Subsection 2.2 below). 
It is also expected that you would write application code to handle any response which is not successful.
[bookmark: _Toc209216489]Changing password
The API provides a reset password endpoint which allows users to reset their credentials securely. This ensures continuous access to the system while maintaining security standards.
The new password: 
• must not be the same as any of the previous 12 passwords you have used; 
• must be at least 8 characters in length; 
• must contain a mix of uppercase and lowercase letters; 
• must contain at least one numeric digit (0 to 9); 
• must contain at least one non-alphanumeric character, such as #, *, ! or _; 
• must not contain spaces; 
• must not contain repeated characters, e.g. bbb or 111; 
• must not include your forename or surname. 

If the same credentials are used by other areas of your business for any other applications, then any change of password should be communicated to these areas. 
HTTP summary details 
The table below summarises the details of the change password request:

	HTTP Element 
	Value 

	Request method: 
	POST 

	Standard header: 
	Content-Type:application/json 

	URL or endpoint: 
	https://[domain_name]/auth/reset-password

	Request body: 
	{ "username":"USERNAME_VALUE", "password":"CURRENT_PASSWORD_VALUE", "new_password":"NEW_PASSWORD_VALUE" ,
"IdToken":"TOKEN_VALUE", "} 




Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.

Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Request body key and value pairs 
The key and value pairs in the log in request body (in JSON format) given above are defined as follows: 
• "username":"USERNAME_VALUE" – set the value to be the same as the username given in the registration e-mail - by Sapinex Admin.
e.g. "username":"caxitauser" 
• "password":"PASSWORD_VALUE" – set the value to be the same as your current password.
 e.g."password":"client_pAssw0rd". The password is case sensitive. 
• "new_password":"NEW_PASSWORD_VALUE" – set the value to be the same as your password shared in the registration e-mail- by Sapinex Admin.
 e.g."new_password":"New_client_pAssw0rd". The password is case sensitive. 

Successful change password 
If the change password request is successful, the API sends a 200 (OK) response. The body of the response contains a key and Boolean value pair as shown below: 
{ 
"success": true 
} 
The new password should now be used for any future log-in requests. 
Error response 
If a problem occurred processing the change password request the server will give a different HTTP response to 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information on the other types of response which may be received for a request, what they mean, and how to resolve the issue.
Processing the change password response 
If the change password request is successful, any new log in requests must use the new password. 
It is also expected that you would write application code to handle any response which is not successful.

[bookmark: _Toc209216490]Rules 
Different types of Rule (name) requests 
There are different types of CRUD (create, retrieve, Update and Delete) operations performed using this API service.
[bookmark: _Toc209216491]Create a Name Rule 
If you want to perform a create a new Name Rule in the product database, you can use the POST method, where you supply the request data in a JSON request body. These requests are internally authorized with token ID – which should be obtained from the previous login if the TokenID still valid. If the TokenID is expired, user should reauthenticate in-order to refresh the TokenID valid. At present you can pass only one single name record to store into the product database.

	HTTP Element 
	Value 

	Request method: 
	POST 

	Standard header: 
	"Authorization": "Bearer TOKENID", 
"Content-Type": "application/json"


	URL or endpoint: 
	https://[domain_name]/rules

	Request body: 
	{ 
"fullname":"Name_Rule_VALUE", 
"allow_ind":"NAME_ALLOWED_FLAG", "junkname_ind”":"JUNK_NAME_FLAG",
“Confidence_Level”: “PROBABILITY_VALUE”} 




Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.

Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Also the header request contains the Authorization with Bearer value.
"Authorization": "Bearer TOKENID",
TOKENID should be a valid tokenID obtained from the authentication process or ID refresh process.

Request body key and value pairs 
The key and value pairs in the log in request body (in JSON format) given above are defined as follows: 
• "fullname":"FULL_NAME_VALUE" – set the value of the full name of the passenger (ie First name + Last Name) entered while booking.
e.g. " fullname":"Alexander Jones" 
• "allow_ind":"ALLOW_NAME_INDICATOR" – set the value to be either True or False. True means the given name in Fullname is a valid name as per the agent. False means the fullname given is not considered for rule based junk prediction, so it will be applied for ML prediction for a fake/junk name- provided this fullname is not already classified as junk name..
 e.g." allow_ind ":"Tre/False". 
• "junkname_ind":"JUNK/FAKE_NAME_INDICATOR" – This will be a Display item and this value will be either True or False. True means the given Fullname is already classified as a junk or fake name by the basic prediction model. False means the fullname is still not classified as junk or fake by the prediction model.
• "Confidence_Level” : “Probability percentage" (decimal- upto 4 digits)– This will be a Display item and this value specifies the probability or the percentage of chances the fullname can be a fake or junk name. This is auto calculated by the prediction service based on the AI model. 

Create Rule successful
If the create rule request is successful, the API sends a 200 (OK) response. The body of the response contains a key and Boolean value pair as shown below: 
{ 
"success": true 
} 
The new name rule can be visible in the rules retrieval or modify services.
Error response 
If a problem occurred processing the create rule request the server will give a different HTTP response to 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information on the other types of response which may be received for a request, what they mean, and how to resolve the issue.

[bookmark: _Toc209216492]Fetch a Name Rule

To retrieve an existing name rule form the product database, you can use the GET method. You should supply the request data in a JSON request body. These requests are internally authorized with token ID – which should be obtained from the previous login if the TokenID still valid. If the TokenID is expired, user should reauthenticate in-order to refresh the TokenID valid. At present you can pass only one single name (rule) record to modify it into the product database.

	HTTP Element 
	Value 

	Request method: 
	GET 

	Standard header: 
	"Authorization": "Bearer TOKENID", 
"Content-Type": "application/json"


	URL or endpoint: 
	https://[domain_name]/rules

	Query String 
Parameters (params): 
	{"fullname":"NAME_RULE_VALUE"}




Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.
Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Also the header request contains the Authorization with Bearer value.
"Authorization": "Bearer TOKENID",
TOKENID should be a valid tokenID obtained from the authentication process or ID refresh process.

Query Params
The key and value pairs in the log in request body as params (in JSON format) given above are defined as follows: 
• "fullname":"FULL_NAME_VALUE":  Specifies the passenger's full name (i.e., first name + last name) used to retrieve data from the product rule database.
e.g. "fullname":"Alexander Jones" 

[bookmark: _Toc209216493]Modify a Name Rule
If you want to perform an update on existing Name Rule in the product database, you can use the PATCH method, where you supply the request data in a JSON request body. These requests are internally authorized with token ID – which should be obtained from the previous login if the TokenID still valid. If the TokenID is expired, user should reauthenticate in-order to refresh the TokenID valid. At present you can pass only one single name (rule) record to modify it into the product database.
In order to modify a name rule , you can retrieve the rule details first in your application to verify the details before modify. Please refer section 3.3 to Fetch a Name Rule.

	HTTP Element 
	Value 

	Request method: 
	PATCH 

	Standard header: 
	"Authorization": "Bearer TOKENID", 
"Content-Type": "application/json"


	URL or endpoint: 
	https://[domain_name]/rules

	Request body: 
	{"fullname":"NAME_RULE_VALUE",
 “updateKey1":"allow_ind", 
“updateValue1”":"ALLOW_BOOLEAN_VALUE",
“updateKey2":"junkname_ind",
“updateValue2”":"JUNK_BOOLEAN_VALUE",
“updateKey2":"Confidence_Level", “updateValue2”":"PROBABILITY_VALUE"
}



Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.

Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Also the header request contains the Authorization with Bearer value.
"Authorization": "Bearer TOKENID",
TOKENID should be a valid tokenID obtained from the authentication process or ID refresh process.

Request body key and value pairs 
The key and value pairs in the log in request body (in JSON format) given above are defined as follows: 
• "fullname":"FULL_NAME_VALUE" – set the value of the full name of the passenger (ie First name + Last Name) entered while booking.
e.g. " fullname":"Alexander Jones" 
• "allow_ind":"ALLOW_NAME_INDICATOR" –.
 e.g." allow_ind ":"Tre/False". 
· “updateKey1” : "allow_ind"- This represents the allow_ind column, which is the key used to update rule data in the product store table. It must be included in the modify service call and will be passed as a constant value.  
· "updateValue1":"ALLOW_IND_BOOLEAN_VALUE" – set the value to be either True or False. True means the given name in Fullname is a valid name as per the agent. False means the fullname given is not considered for rule-based junk prediction, so it will be applied for ML prediction for a fake/junk name- provided this fullname is not already classified as junk name.
· “updateKey2” : "junkname_ind"- This represents the junkname_ind column, which is the key used to update rule data in the product store table. It must be included in the modify service call and will be passed as a constant value.  

· "updateValue2":" JUNK_BOOLEAN_VALUE" – Set this value to either true or false. Setting it to true marks the given full name as junk or fake. Setting it to false indicates that the full name should not be classified as junk or fake and override the prediction model classification.
· “updateKey3” : "Confidence_Level"- This represents the Confidence_Level column, which is the key used to update rule data in the product store table. It must be included in the modify service call and will be passed as a constant value.  

· "updateValue3": "PROBABILITY_VALUE" – This is a decimal value representing the probability that the given name is fake or junk.

Example: 0.5000 (indicates a 50% chance that the name is fake or junk).

Create Rule successful
If the create rule request is successful, the API sends a 200 (OK) response. The body of the response contains a key and Boolean value pair as shown below: 
{ 
"success": true 
} 
The new name rule can be visible in the rules retrieval or modify services.
Error response 
If a problem occurred processing the create rule request the server will give a different HTTP response to 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information on the other types of response which may be received for a request, what they mean, and how to resolve the issue.
[bookmark: _Toc209216494]Deleting a Name Rule 

If you want to remove an existing Name Rule from the product database, you can use the DELETE method, where you supply the request data in a JSON request body. These requests are internally authorized with token ID – which should be obtained from the previous login if the TokenID still valid. If the TokenID is expired, user should reauthenticate in-order to refresh the TokenID valid. At present you can pass only one single name (rule) record to modify it into the product database.
In order to remove a name rule , you can retrieve the rule details first in your application to verify the details before delete. Please refer section 3.3 to Fetch a Name Rule.

	HTTP Element 
	Value 

	Request method: 
	DELETE 

	Standard header: 
	"Authorization": "Bearer TOKENID", 
"Content-Type": "application/json"


	URL or endpoint: 
	https://[domain_name]/rules

	Query String 
Parameters (params): 
	{"fullname":"NAME_RULE_VALUE"}




Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.
Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Also the header request contains the Authorization with Bearer value.
"Authorization": "Bearer TOKENID",
TOKENID should be a valid tokenID obtained from the authentication process or ID refresh process.

Query Params
The key and value pairs in the log in request body as params (in JSON format) given above are defined as follows: 
• "fullname":"FULL_NAME_VALUE":  Specifies the passenger's full name (i.e., first name + last name) used to DELETE data from the product rule database.
e.g. "fullname":"Alexander Jones" 



Create Rule successful
If the create rule request is successful, the API sends a 200 (OK) response. The body of the response contains a key and Boolean value pair as shown below: 
{ 
"success": true 
} 
The new name rule can be visible in the rules retrieval or modify services.
Error response 
If a problem occurred processing the create rule request the server will give a different HTTP response to 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information on the other types of response which may be received for a request, what they mean, and how to resolve the issue.



[bookmark: _Toc209216495]Smart Validation (Basic Prediction Model)

To predict the probability that a given name is fake or junk, you can use this service via a POST request, supplying the input data in the JSON request body. These requests are authorized internally using a Token ID, which must be obtained from a prior login session. If the Token ID is still valid, it can be reused; otherwise, the user must re-authenticate to refresh the Token ID.
Currently, this service accepts only a single name per request for smart name validation(prediction). This process orchestration begins with checking the any rule which allows this name to consider invalid or valid , also it check whether the name already marked as fake or junk in previous attempts. Otherwise, it then proceeds to predict the likelihood of the name representing a valid entity. The prediction (reference model) is built  by a fine-tuned Generative AI Large Language Model.

	HTTP Element 
	Value 

	Request method: 
	POST 

	Standard header: 
	"Authorization": "Bearer TOKENID", 
"Content-Type": "application/json"


	URL or endpoint: 
	https://[domain_name]/smart-validation

	Query String 
Parameters (params): 
	{"fullname":"NAME_RULE_VALUE"}




Note: See Subsection 1.5.1 for details of the domain names you can use for the [domain_name] placeholder.
Standard header 
For the log in request, you must set the value of the standard Content-Type header to a MIME type of “application/json”, i.e. Content-Type:application/json. 
Also the header request contains the Authorization with Bearer value.
"Authorization": "Bearer TOKENID",
TOKENID should be a valid tokenID obtained from the authentication process or ID refresh process.

Query Params
The key and value pairs in the log in request body as params (in JSON format) given above are defined as follows: 
• "fullname":"FULL_NAME_VALUE":  Specifies the passenger's full name (i.e., first name + last name) used for prediction.
e.g. "fullname":"Alexander Jones" 



Create Rule successful
If the create rule request is successful, the API sends a 200 (OK) response. The body of the response contains a key value pair as shown below: example 
{
text: 'Anil Shaik1', 
probability: 0.02104913257062435, 
is_name: False, 
response_time_ms: 42.28
}

{
text:  the name entered for predicting for fake or valid, 
probability: probability of the entered name is valid
is_name: predicted value for the entered name whether its valid – True or false, 
response_time_ms: response time for prediction in milliseconds
}
Error response 
If a problem occurred processing the create rule request the server will give a different HTTP response to 200 (OK). 
The server may send a 429 (Too Many Requests) response to limit the loading on the network. If this occurs you will need to wait a specified amount of time dependent on the endpoint, before retrying. The time remaining (in milliseconds) is included in the response message. 
See Section 5 for information on the other types of response which may be received for a request, what they mean, and how to resolve the issue.


[bookmark: _Toc209216496]HTTP responses

Typical HTTP responses include:
· 200 OK – Successful validation
· 400 Bad Request – Invalid parameters
· 401 Unauthorized – Invalid or expired token
· 404 Not Found – Invalid endpoint
· 429 Too Many Requests – Rate limit exceeded
· 500 Internal Server Error – Unexpected server issue
· 503 Service Unavailable – API temporarily unavailable
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